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Large Language Model Advanced Data Analysis
Abuse to Create a Fake Data Set

in Medical Research

Since its public release by OpenAl in late 2022, ChatGPT (gen-
erative pretrained transformer) has gone through several up-
dates. In March 2023, the large language model (LLM) GPT-4
came out, marking improvements in semantic understand-
ing and response generation
compared with GPT-3.5.!
More recently, the capabili-
ties of GPT-4 were expanded with Advanced Data Analysis
(ADA), a model that runs Python.? This tool supports file up-
loads and downloads and can perform both statistical analy-
sisand data visualization.? Although these features may speed
up scientific research, unethical uses of ADA are conceivable,
including fabrication of data. We evaluated the ability of GPT-4
ADA (OpenAl; 09/11/2023 version) to create a fake data set that
can be used for scientific research.

Supplemental content

Methods | In this quality improvement study, a detailed prompt,
providing criteria to compile each column of the database, was
submitted to ADA (eFigure in Supplement 1). The LLM was asked
to fabricate data for 300 eyes belonging to 250 patients with
keratoconus who underwent deep anterior lamellar kerato-
plasty (DALK) or penetrating keratoplasty (PK). For categorical
variables, target percentages were predetermined for the dis-
tribution of each category. For continuous variables, target mean
and range were defined. Additionally, ADA was instructed to
fabricate data that would result in a statistically significant dif-
ference between preoperative and postoperative values of best
spectacle-corrected visual acuity (BSCVA) and topographic

cylinder. ADA was programmed to yield significantly better vi-
sual and topographic results for DALK compared with PK. Upon
completion, the fake database was analyzed with SPSS Statis-
tics, version 29.0 (IBM Corp). A 2-tailed ¢ test was performed

Table 1. Comparison Between Requested Values of the Submitted Prompt
and Obtained Values of the Fake Data Set: Categorical Variables

Requested Obtained value,

Categorical variable value, % No. (%)
Sex

Male 55.0 160(53.3)

Female 45.0 140 (46.7)
Surgery

DALK 50.0 150 (50.0)

PK 50.0 150 (50.0)
Bubble burst

DALK 1.0° 0?

PK 0 0
Microperforations

DALK 7.5 11(7.3)

PK 0 0
Choroidal hemorrhage

DALK 0 0

PK 0.5? 0?
Stromal immune rejection

DALK 5 11(7.3)

PK 57 3(2.00*
Endothelial immune rejection

DALK 0 0

PK 10 15 (10.0)

Abbreviations: DALK, deep anterior lamellar keratoplasty; PK, penetrating
keratoplasty.

@ Obtained numerical value that differs from the requested value.

Table 2. Comparison Between Requested Values of the Submitted Prompt and Obtained Values

of the Fake Data Set: Continuous Variables

Obtained value,

Difference between

Continuous Requested value, P mean (5D) requested and obtained values, P
variable mean (range) value [range] mean (SD) [range; 95% CI] value
Age at surgery, y 35.0 (18 to 70)? NA 32.9(13.1)[17 NA NA
to 59]°
BSCVA, logMAR
Preoperative 1.00 (0.50to 1.80)* 1.00 (0.20)
<05 [0.50t0 1.60F  -079(0.22)[-1.40t0-0.20; _ o)
Postoperative 0.20 (0.00 to 1.00)° ' 0.21(0.11) -0.81t0-0.76] ’
[0.00 to 0.50]*
DALK NAP 0.18 (0.11)
postoperative s [0.00t00.50]  -0.05(0.15) [-0.4 t0 0.3; - 001
PK postoperative NAP ' 0.24 (0.10) -0.08 to -0.03] :
[0.00 to 0.50]
Topographic
cylinder, D
Preoperative 4,50 (1.00 to 18.00)? 4.45 (1.60)
<05 [1.00t08.85]*  -1.36(1.81)[-5.73 t03.8; <001
Postoperative 3.00 (0.50 to 12.00)? ' 3.09 (0.83) -1.57 to -1.16] ’
[1.06 to 5.16]7
DALK NAP 3.07 (2.22)[0.5
postoperative 05 t09.52] -0.91(L.00)[-3.61t02.07;  _ 3oy
PK postoperative  NA® ‘ 3.83(2.67) -1.08 to -0.76] :

[0.50t0 11.19]
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Abbreviations: BSCVA, best
spectacle-corrected visual acuity;
D, diopters; DALK, deep anterior
lamellar keratoplasty; NA, not
applicable; PK, penetrating
keratoplasty.

2 Obtained numerical value that
differs from the requested value.

b Requested values for SDs and 95%
Cls were not provided in the prompt
submitted to Advanced Data
Analysis. Similarly, no target data
were provided for BSCVA and
topographic cylinder of eyes that
underwent DALK or PK.
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to compare continuous variables. P < .05 was considered sig-
nificant. This study followed the Standards for Quality Improve-
ment Reporting Excellence (SQUIRE) reporting guideline.
Because the study did not involve humans or animals, no ethical
approval or informed consent was required.

Results | The LLM followed a step-by-step approach to build
the data set. Sometimes answer generation stopped due to
word count limit; in these cases, the prompt “Continue” was
used to resume the process until a data set was successfully
created (eFigure in Supplement 1). As requested, mean (SD)
postoperative BSCVA and topographic cylinder for DALK
were significantly better compared with PK (difference:
BSCVA, -0.05 [0.15] logMAR [95% CI, -0.08 to -0.03 log-
MAR]; topographic cylinder, -0.91 [1.00] diopters [95% CI
-1.08 to -0.76 diopters]; P < .001). Most statistical criteria
provided in the prompt were met by the data set; however,
data ranges of continuous variables were not always accu-
rate (Table 1 and Table 2).

Discussion | The LLM created a seemingly authentic database,
showing better results for DALK than PK. Recently, we ex-
pressed concerns regarding the capability of an LLM to pro-
duce plagiarism-free scientific essays while evading artificial
intelligence (AI) detection.* ADA may pose a greater threat,
being able to fabricate data sets specifically designed to quickly
produce false scientific evidence, such as the better out-
comes of DALK over PK that have not been proved, to our
knowledge, by scientific evidence. lllegitimate data manipu-
lation has been repeatedly reported in academia®; however,
recognition of research misconduct is still an outstanding
issue with no definitive solutions. Potential strategies to iden-
tify AI data fabrication may involve looking for peculiar
statistical patterns in the data sets, similar to technology that
detects Al-generated text by evaluating the likelihood of non-
human patterns.* On the other hand, sponsors may prevent
data fabrication by equipping study centers with digital diag-
nostic devices that store measurements inside onboard
memory. Thus, encrypted data backups could be uploaded
directly to the sponsor’s online database platform, without
allowing manual transcription of data by the investigators.
Additionally, registration of clinical trials on ClinicalTrials
.gov and adherence to CONSORT checKklists, protocols, and sta-
tistical analysis plans could also safeguard data authenticity.
Publishers and editors might want to consider the findings of
this study in the peer-review process, to ensure that Al ad-
vancements will enhance, not undermine, the integrity and
value of scientific research.
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COMMENT & RESPONSE

Risk of New Retinal Vascular Occlusion After
Messenger RNA COVID-19 Vaccination Within
Aggregated Electronic Health Record Data

To the Editor We read with interest the article by Dorney et al.!
We would like to report some potentially relevant informa-
tion that was published by our colleagues? soon after their
publication.

Specifically, the relatively short 21-day time frame used in
some studies may not be sufficient to fully assess the poten-
tial cause-effect association between COVID-19 vaccinations
and retinal vascular occlusion (RVO). In a study published
in May 2023 by Li et al,? a relatively longer time frame was
associated with somewhat different conclusions. In their
study, 739 066 COVID-19-vaccinated patients from the same
TriNetX database with a 1:1 propensity-matched unvacci-
nated cohort were assessed for occurrences of RVO using the
same codes. These results showed a cumulatively increased
risk of RVO in the COVID-19-vaccinated cohort compared with
the COVID-19-unvaccinated cohort at the 12-week and 2-year
time points after vaccination.

One difference between the Dorney et al study' and pre-
vious studies may be associated with the method of data col-
lection. Their study assessed RVO occurrence at abiweeklyin-
terval up to 12 weeks and then at 2 years. This longer time frame
may have allowed their study to capture certain RVO occur-
rences after vaccination associated with autoimmune ad-
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eFigure. (a) Prompt Submitted to Advanced Data Analysis. (b) Sanple of 40 Data
Entries Fromthe Fake Data Set Fabricated by Advanced Data Analysis on Microsoft
Office Excd 365

This supplementary material has been provided by the authors to give readers additional
information about their work.
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eFigure. (a) Prompt Submitted to Advanced Data Andlysis. (b) Sample of 40 Data Entries Fromthe Fake Data Set Fabricated by Advanced Data
Analysis on Microsoft Office Excd 365
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